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PABOYASA NPOrPAMMA YYEEHOW OAUCLUMUNINHbBI

B1.0.03.06 Be3onacHocTb MHPOPMALMOHHO-aHANMUTUYECKUX CUCTEM

1. Wndp n HanmeHoBaHUe HanpaBreHUs NOAroToBKMU/cneumManbHOCTH:
10.05.04 N'HhopmMaLUMOHHO-aHaNUTUYeCKMe CUcCTeMbl 6e30nacHOCTU

2. NMpocdhunb nogroToBku/cneymnanmsaumm:
ABTOMaTU3aUUNA MHPOPMALMOHHO-aHANNTUYECKON OeATENBbHOCTHU

NHdbopmaumoHHasa 6e3onacHOCTb (PMHAHCOBLIX M 3KOHOMUYECKUX CTPYKTYP
3. KBanudwmkauums (cteneHb) BbinyCKHMKa: Cneumanuct no 3awmre nHgpopmaumm
4. dopma ob6pa3oBaHUA: OYHas

5. Kadegpa, oTBevawowas 3a peanusauMio AUCUUNNUHLI:  Kadeapa
mMaTemaTU4eckoro aHanusa

6. CocTaBMTEeNnu nporpamMmmbi:
Haingiok ®ununn Onerosud, kaHa. purs.-MaT. HayK, AOLEHT Kadeapbl MaTeMaTUYECKOro
aHanusa

7. PekomeHpoBaHa: HaydyHo-meToanyecknm CoBeTOM MaTeMaTuyeckoro cakynbteTa,
Mpotokon ot 18.03.2025 Ne0500-03

8. YuebHbIn roa: 2028/2029 CemecTtp(-bl): 7



9. Llenu n 3apauv y4e6HON AUCLUMUNNUHDI:

B pesynbtate nsyyeHus 6a3oBon YacTtu uukna obyvatomnncst AOSMKEH:

3Hameb:

- CYWHOCTb M MNOHATME WHdOPMaUnK, WMHGPOPMaLUMOHHON 6e3onacHOCTM U
XapakTepuUCTUKY ee COCTaBAILMX;

- UICTOYHUKK K Kraccmdmkaumio yrpo3 nHopmMaLmMoHHON 6e30nacHOCTH;

- OCHOBHble cpeactBa W cnocobbl  obecneyeHnss  MHAPOPMALMOHHON
6e30nacHOCTU, NPUHLMMNBI MOCTPOEHMSI CUCTEM 3aLLUTbl MHGOPMaLNK;

- OCHOBHbI€ BUAbI 1 yrpo3bl 6€30MacHOCTM OonepaumoOHHbIX CUCTEM;

- OCHOBHble CTaHgapTbl B 006MactM WMH(OKOMMYHUKALMOHHBLIX CUCTEM W
TEXHOSIOMUMN;

- 3alUNTHbIE MEXaHN3MbIl 1 cpeacTBa obecnevyeHnss ceTeBon 6e30nacHOCTY;

- cpeacTBa U MeToAbl NPeaoTBpaLLEHMS U OBHAPY>KEHNS BTOPXKEHWUI;

- OCHOBHble OTeYeCTBEHHble WU 3apybexHble cTaHgapTbl B obnacTtu
KOMMblOTEPHOM 6€30MacHOCTY;

- OCHOBHble METOAbl OpraHm3auuoHHoro obecnedyeHns WHGOPMaLMOHHON
©es3onacHocTu cneuunanbHbix AUC;

- NTOTMKO-JIMHIBUCTUYECKNE OCHOBbLI 06pabOoTKN AaHHbIX U 3HAHWI B cneumanbHbIX
ANC;

- METOO0NOMMYECKNE OCHOBLI, METOAbLI M CPEACTBa MOLENNPOBAHNSA NPeaMETHON
obnactu cneuunansHbix AUC;

- METOAOSIorMYeckMe OCHOBbl, MeToabl M CpeactBa  MoLENMPOBaHUSA
cneyunanbHbix AUC;

- MeTogbl MOCTPOEHMS W  UCCNeAoBaHWA  MaTeMaTUYecKMx  Moenewn
cneyunanbHbix AUC;

- MEeToAdbl NNaHMPOBAHUS M ONTUMU3ALMM KOMMbIOTEPHLIX 3KCNEPUMEHTOB C
Mmoaensamu cneumanbHbix AUC;

- MeToLOform4yeckme  OCHOBbl, MeTogbl W cpeacTBa  MOCTPOEHUS
pacnpegerneHHbix cneymansHbix AUC;

- CMCTeMbI pacnpeneneHHon o6paboTkm AaHHbIX, CNONb3yeEMbIE B CneumanbHbIX
ANC;

- HOpMaTuBHYyK 06a3y, pernameHTUpylLly COo34aHMe U 3KchnnyaTauumto
cneymnanbHbix AUC;

- HasHayeHue 1 Knaccudukaumo MHHOOPMALMOHHBIX U aHaNUTUYECKUX CUCTEM,
CUCTEM ynpaBrieHus;

- NPUHUMNLI 3KcnnyaTauun un conposoxaeHns AUC;

ymemsn:

- KnaccuguumpoBaTtb U OUeHUBaTb Yrpo3bl MHGOpPMaLMOHHOM Be3onacHOCTU Ans
obbekTa nHopmaTmsaumu;

- dopmanusoBaTtb NpeaMeTHy o0bfiacTb C uenblo co3gaHus 6a3 AaHHbIX U
9KCMNepTHbIX CUCTEM,;

- MCNOMb30BaTb MOAENU LaHHbIX W 3HAHUW NS peLlUeHUs CTaHO4apTHbIX 3agad
aBTOMaTU3aLmu;

- pewaTb 3agjayuM uccnefosaHust  cneuumanbHblx  AUC  meTogamu
MOAENUPOBaHUS;

- NPUMEHSTb A3bIKOBbIE, MPOrpaMMHbIE N annapaTHble CpeacTBa MUCCreaoBaHus
9(pPEeKTUBHOCTN  TEXHONMOrMYecknx  npoueccoB  o0b6paboTkm  mHopmauun B
cneuyunanbHbix AUC;



- pewaTb 3agaynm  MOCTPOEHWA M IKChfyaTaumm  pacnpeneneHHbIX
aBTOMAaTU3NPOBaHHbBIX CUCTEM 06pPaboOTKN AAHHbIX;

- NPOEKTMpOBaTb M conpoBoOXAaTb Tunosble cneunanbHble AWC, nokanbHble
ceTu;

- NPUMEHATb 3alUULLEHHbIE MPOTOKOSbI, MEXCETEBbLIE 3KPaHbl M CpeacTsBa
0OHapyXeHns1 BTOPXKEeHU Ans 3awmTbl MHGQOPMaUnn B CETSX;

- OCYLLEeCTBNSATb Mepbl MPOTMBOAENCTBUSA HapYyLUEHNsIM ceTeBoln B6e3onacHoCTH ¢
MCNOMb30BaHMEM Pa3fNYHbIX NPOrpaMMHbIX M annapaTHbIX CPeacTB 3alUnThbl;

-  Monb30BaTbCs CpeacTBaMM  3alUMTbl, NPEaoCTaBMSAEMbIMM  CUCTEMaMMU
ynpaeneHus 6asamu gaHHbIX;

- NPUMEHATb OTeYeCTBEHHble W 3apybexHble CcTaHgapTbl B obnactm
KOMMbIOTEPHON Ge3onacHOCTM AN MPOeKTUPOBaHMs, pa3paboTKM U OLEHKM
3aLMLULEHHOCTN KOMMbLIOTEPHLIX CUCTEM,;

grademsn:

- HaBblkamu 6e30MacHOro  MCMNOSIb30BaHUS  TEXHUYECKMX CPeacTB B
npodeccnoHanbHON AeATENbHOCTH;

- HaBblkaMM  MOOENMPOBAHUSA  TEXHOSIOrMYECKMX npoueccoB 06paboTku
nHdopmauum B cneumanbHblx AWC c 3agaHHOM CTENEeHbd  CTaTUCTUYECKOM
HaOEXHOCTU Pe3ynbTaTos;

- HaBblkaMW WUCCMedoBaHMS MaTeMaTUYeCKUX MoAerien TEeXHOMOrMYeckmnx
npoueccoB 06paboTkn nHdopmaumm B cneunansHbix AVIC ¢ uenblo oueHKn KayecTBa n
onTUMM3aLMN XapakTepucTuk cneymansHbix AUNC;

- HaBblkaMW aHanM3a W CUHTe3a CTPYKTYPHbIX M YHKUMOHAIbHbLIX CXeM
TEXHOSorMyeckmnx nporeccos 06paboTkn MHopmauumn B crneumansHoeix AUC;

- HaBblkamMu BblbOpa ©n  0OOCHOBaHWA  KpuTepueB  3(PPEKTUBHOCTH
dyHKUMOHUpOBaHUSA crieumansHbeix AUC;

- HaBblkaMK aHanM3a NporpaMmMHbIX peanu3auuni;

- MeTogaMmn 1 cpeacTBamMu BbiSIBfieHUs] yrpo3 6e30nacHOCTU KOMMbHOTEPHbIM
cucrtemawm;

- MeTodaMm MoAenuMpoBaHusi 6e30MacHOCTU KOMMbKOTEPHbLIX CUCTEM, B TOM
ynucne, MOAENUPOBAHUSA yNpaBfeHMst OOCTYNOM M WHAOPMALVOHHLIMKA MOTOKaMn B
KOMMbIOTEPHbIX CUCTEMAX;

- OCHOBaMu MapLipyTu3auMm W ynpaereHuUst MOTOKaMW B CETAX nepenaydn
MHopMauuu;

- NPOCTENLLUMMM METO4AMM KPUNTOrpadoMyecKkoro aHanumsa;

- npocTeMwuMmMuM MeTogamMu aHanusa 06es3onacHocTM  KpunTtorpaduyeckmx
NPOTOKOJIOB.

10. MecTo y4yebHOM AancuunnuHbl B cTpykType OMOIT:

OucumnnuHa  «be3onacHoCTb  MHAOPMAaUMOHHO-aHANIUTUYECKUX  CUCTEMY»
OTHOCMKTCS K 065A3aTeNbHON 4YacTn 1 BXOAUT B rpynny yd4ebHbix ancumnnuH "MeTtoabl n
cpeactea  obecneyeHus MHopMaunoHHon  6esonacHocTn"  depepanbHOro
rocygapcTtBeHHOro obpasoBaTenbHOro CcraHgapta BbiCLIEro npodeccnoHanbHOro
obpasoBaHunga no HanpasneHnto 10.05.04 «MHMpOpMaLNOHHO-aHanUTUYeckne CUcTeMbl
©e3onacHoCTU.

OucumnnuHa «besonacHoCTb  WMHOPMAUMOHHO  aHaNUTUYECKUX  CUCTEMY»
BGasvpyeTcs Ha 3HaAHWUAX, MOSTYyYEHHbIX MO OUCKPETHOW MaTemaTuke, MHopmaTuke,
YMCNEHHbIM MeTo4aM U MeTogam ONTUMMU3ALINN.

MpnobpeTeHHble B pes3ynbrate o0O0y4yeHUsi 3HaHWUS, YMEHUSI U HaBblKU
NCNOSb3YITCA B paMKax nocrnenyrowmx npeamMmeTos:



NPUHLANbI

NOCTPOEHUS,

NPOEKTUPOBaAHMS 7

aBTOMATM3UPOBAHHbIX MHPOPMALIMOHHBLIX CUCTEM;
- ynpasrieHne MHOopMaLMOHHON 6e30MacHOCTbHO.

aKcnnyaTtauunum

11. MnaHupyemble pe3ynbTaTbli OOYy4YeHUA MO AUcUUNIUHEe/MOoAyn (3HaHMSA,
YMeHU!si, HaBblKkW), COOTHECEHHble C MJIAHUPYeMbIMU pe3ynbTaTaMu OCBOEHUS
o6pa3oBaTenbHOM NporpaMmmbl (KOMNETEHUUSAMU BbINYCKHUKOB):

Kopn HaseaHwne Kog(bl) WHankaTop(bl) | NnaHnpyemble pesynbTaTtbl 06ydeHus
KOMMNEeTEHL MM

Or1K-6 Ol1K-6.2 3HaTb: NpaBOBOW  PEXUM

3alMTbl  rocyaapCTBEHHOW
CnocobeH npwu peLueHnn TalHbl M WHopMaLmm
npodeccroHanbHbIX OrpaHWYEeHHOro JocTtyna B
3a4ay NpoBepsiTb Poccunckon degepauunu;
BbIMNOJIHEHME
TpeﬁoBaHMVl 3awuTbl anMeHRET YMeTb: npu peweHnn
VlHqJOpMaLlVIVI OTEYECTBEHHbIE N rlpO(beCCVlOHaﬂbelX 3agav
OrpaHUYeHHOro JOCTyna 3apybexHble OCYLLIECTBIISITb BbIMOMHEHNE
B MH(OPMaLMOHHO- CTaHzapThl B TpebosaHmil 3alLUTbI
aHaNUTUYECKUX obnactu 5 rOCYAApCTBEHHON TaliHbl M
cucTeMax B KOMMbIOTEPHOM HOpMAaLMM
COOTBETCTBUM C 6e30MacHOCTM OFPAHUYEHHOTO [0CTYNa B
HOpPMaTMBHbLIMU ans L i
NpaBoOBbIMM aKkTaMu U NpOEKTUPOBaHUS, Poccuitckoit ®eaepaumy;
HOPMATUBHbIMM pa3paboTku U
METOANYECKMMM OLEHKM Bragers: HaBblkamm
JIOKYMEHTaMm 3aLUMLLEHHOCTU npUMeHeHuA
denepanbHon cnyxbbi KOMMbIOTEPHBIX OTe4eCTBEeHHbIX “
6e3onacHoCTH cucTem 3apyGexHbIX CTaHOapToB B
Poccuiickoit desepaunm, obnactu KOMMbOTEpPHOM
depepanbHon cnyx6bl GesonacHocTn ans
MO TEXHUYECKOMY U NPOEKTUPOBAHMS,
3KCMOPTHOMY KOHTPOJIO pa3paboTku " OLIEHKM

3aLUULLIEHHOCTH

KOMMbKTEPHBIX CUCTEM.

OrK-11 OrkK-11.2 3HaTb: TEXHOMOMMMW U  OCHOBHbIE
KOMMOHEHTbl  (PYHKUMOHAamNbLHON  ”
obecneunBatoLLen yacTemn

CnocobeH OCYyLLECTBNATL NMHOPMALIMOHHO-aHaNMUTUYECKNX

CUHTE3 TEXHOMOIUIA 1 cucTem:

OCHOBHbIX KOMMOHEHTOB CrocobeH

yHKUVMOHaNEHON 1 paspabaTbiBaTe | yyery:  paspaBaTbiBaTb  cuCTEMy

o6ecn§qmsammeﬁ cuCTeMy 3aUMTHI | o)) iry HdbOpMALIN

yacTen co34aBaeMbIX nHdopmauum MHOPMALINOHHO-AHANNTMYECKVIX

NHMOPMaLMOHHO- NHMOPMaLMOHHO )

QHaNUTUYECKUX CUCTEM, -aHanuTuueckux | CYICTEM:

nggngﬂigﬁfﬂgggmm cicrem Brnapgets: HaBbIKaMM1  OCYLLECTBNEHMA

HbOpMALK Mep MPOTUBOAEWNCTBUS HapyLLEHUAM
©e3onacHOCTM € UCMOSIb30BaHUEM
pasnuyHbIX NpOrpaMmHbIX n
annapartHbIX CPEACTB 3aLUUTHI.

OrlK-13 | CnocobeH npon3BoanTb Orl1K-13.4 | HactpauBaer, 3HaTb: cnocobbl M MeToabl Hanagku

HACTPOMKY M obcnyxusaet un KOMMOHEHTOB obecneynBatoLLelt YacTu
OGCHY)KVIBaHVIe BOCCTaHaB/INBaET MH(bOpMaLI,I/IOHHO-aHaﬂI/ITVILIeCKMX
KOMMOHEHTOB cpeactea cucTem, npou3sBoaunTb nx
obecneunBatoLLeit YacTy 3alnThI obCnyxuBaHWe Ha BCex aranax
NHMOPMaLMOHHO- WHPOPMALMM HA | yi3HEeHHOTO uMKna:

aQHaNUTUYECKMX CUCTEM BCeX 3Tanax

Ha BCex 3Tanax YKM3HEHHOrO YMeTh: BOCCTAHABNWBATH
PKMSHEHHOTO LKna, LnKna paboTtocnocobHoOCTb KOMMOHEHTOB
BCTPOEHHbIX CPEACTB MH(OPMALIMOHHO 6 N

3aWmThl MHGOpMaLmK, -aHaNMNTUYECKUX (M)Hcep?el\::aaromem HacTu
BOCCTaHaB/IUBaTh WX cUCTEM PMaUMOHHO-aHANINTAHECKNX




paboTocnocobHOCTb Npu
BHELUTATHbLIX CUTYaLMsIX

CUCTEM MpU BHELUTATHbIX CUTyaLMsX;
pewaTtb 3agadn  MOCTPOEHUST W
aKkcnnyaTauum pacnpegeneHHbIX
aBTOMaTU3MpPOBAHHbIX cuctem
06paboTkn  OaHHbIX; HacTpauBartb,
obcnyxuBatb W BOCCTaHaBNUBaTb
CpeAcTBa 3aWuTbl MHOPMaUUK Ha
BCeX 9Tanax »MU3HEeHHOro uukna
MHOPMAaLIMOHHO-aHANMUTUYECKMX
CUCTEM;
Bnapetb: HaBblkaMK
aAMUHUCTPUPOBAHNS cucTem
yrnpaBrneHus 6aszamu JaHHbIX,
onepaumoHHbIX cuctem "
KOMMbIOTEPHbIX CETEN.

12. O6bemM aUCUMNNNHBLI B 3a4€THbIX eanHuLax/yacax B COOTBETCTBUM C

y4eOHbIM nnaHom — 4/144,

dopma NpoMeXyTOHYHOM aTTecTaLuum 3a4eT C OLEHKOMN.

13. Bugbl y4ye6HoM paboThl:

TpyaoeMKoCTb (Yachl)
Bua yuyebHon paboThl Beero Mo cemecTtpam
7 cewm.
AyOUTOPHbIE 3aHATUSA 64 64
B TOM 4YmMChne: 32 -~
neKkumm

npakTuyeckune

nabopaTtopHble 32 32

CamocTosaTenbHaa paborta 80 80
3ayet

WToro: 144 144

13.1 CopepxaHue pasgenoB AUCLUNIUHDbI:

Ne | HammeHoBaHue pasgena
CopepxaHue pasgena gUCUUNIIMHGI
n/n ANCUMNIINHDI
Nekuun
WcTopudeckune MOMEHTHbI hopMMpoBaHUS UB.
. | CocTtaBnsiowme NHOpPMaLMOHHON 6GesonacHocTw.
IMOHATMS MHOPMALIMOHHOM o
[okTprHa mHpopmaunoHHon 6esonacHoctn PO. Obwas
1.1 | 6e3onacHocTu (MB).
K ctpyktypa WB. TpeboeaHusa no obecnevennio WbB.
ntoyesble Borpockl Ub.
Knaccudukauma sawutsbl MHdopMaunn. PaHxuposaHue
NT-yrposbl. Cneundpmkaumnsa nonen UNB.
5 VG Kputepun  knaccudpukauum  yrpos Wb,  Mogenu.
1.2 Mrg:'gjl_lrﬁg; N METOAbI AnroputMbl aHanu3a yrposbl 1 oueHkn WMB. OCHOBHble
’ BUAbl 3aiMLLLaeMON NHGOPMaLMN.
Poccurickoe 3akoHogaTenbcTBo B obnactu Mb: 3akoHbl,
1.3 | MNMpaBoBoe o6ecneveHne b
NOCTAHOBMNEHNS U ApYyrMe HOPMaTUBHbIE aKTbl.
YpoBHM nNporpamMmmbl  MHGOPMALMOHHOM Ge30MacHOCTMW.
MaTtemaTudeckne Mogenu B peanu3auum KOHUenuuu u
1.4 | NocTtpoeHune cuctemsl b A P 4 Hen
nporpammbl MIB. Cuctembl 3awmtbl uHpopmauumn (C3W).
FeHeTnyecknin anropnTMm. AHanu3 n ynpasneHne puckamu




npy peanmsaumm Wb, 3awwmta wmHdpopmaumm B
NHPOPMAaLIMOHHbBIX CUCTEMAX U KOMMbIOTEPHbIX CETAX.

TpéxypoBHeBass Mofenb OueHKkM 3awmwéHHocTn WC.
TpeboBaHusa k apxutektype UC. Ctangaptbl. TexHonornm

MH@OP“"aLI}I”gHHb'e KpUNTOrpadMyEecKoit 3almTbl MHopMaLmMn. MexceTeBble
15 cuctemsl (MIC) 9KpaHbl. 3awuwéHHble BupTyanbHole cetn  VPN.
obecneueHme ux AHTMBMpYCcHaa 3awwuTta. Knaccudumkaums yrpos WC:
GesonacHocTu. Py HwTa. H yrp ’
ceTeBble YepBU, BUPYCbI, TPOSIHCKME MPOrpamMmmbl 1 Npoyne
BPEL4OHOCHbIE YTUNUTBI.
CospaHue apxuTekTypbl ]
AHanMTM4YecKne CUCTEMbI: MPOLECChbl U UHCTPYMEHTHI.
NHGOPMALIMOHHO- o
1.6 OnucaHue o6uwen ctpykTypbl. Ctenenn MB. OcobeHHoCTK
aHanUTUYEeCKNX CUCTEM
NPUMEHEHUS N aHanu3a nHopMaLmu.
(MAC)
JTabopaTopHbie paboTbl
YpoBHM nporpaMmmbl  UMHOpMaLMOHHOM ©e3onacHoCcTu.
MaTtemaTudeckme Mogenu B peanu3auum KOHUenuuu u
nporpammbl UB. Cuctembl 3awmtbl nHdopmaummn (C3U).
2.1 | NoctpoeHune cuctemol b .
"eHeTu4eckMn anroputM. AHanu3 un ynpasneHne puckamm
npy peanmsaumm Wb, 3awmta unHpopmaumm B
NHPOPMAaLMOHHBIX CUCTEMAX U KOMMbIOTEPHbIX CETAX.
TpéxypoBHeBass Moenb OueHKM 3awwmwéHHocTn WC.
TpeboBaHus k apxutektype VIC. Ctangaptbl. TexHonornm
MH(pOp“"alel”gHHb'e KpUNTOrpacMyecKoit 3alwmThl MHopMaLmMn. MexceTeBble
2.2 cuctembl (IC) m 3KpaHbl. 3alWMwWéHHble  BupTyanbHble cetn  VPN.
obecneyeHme ux AHTMBMpYCcHaa 3awuTta. Knaccudmkaums yrpos WC:
6esonacHocTw. Py tvra. H yrp ’
ceTeBble YepPBU, BUPYCbI, TPOSIHCKME MPOrpamMmmbl U Npoyne
BPEAOHOCHbIE YTUMNUTBI.
CospaHune apxuTekTypbl ]
AHanMTM4yecKkMe CuUCTeMbI: MPOLECChbl U WUHCTPYMEHTHI.
NHOPMaALMOHHO- .
2.3 OnucaHune obuwen cTpykTypbl. Ctenenn NBb. OcobeHHOoCTH

aHalMMTU4eCKNX cCUuctem
(MAC)

npuMeHeHna n aHanmaa I/IHCbOpMaLI,VII/I.




13.2. Tembl (pasgenbl) AUCUMNIIUHBI U BUAbI 3aHATUN:

Ne Buabl 3aHsaTMI (YacoB)
| HaumeHoBaHwue pasgena CamocTos
n/ Mpaktny | Jlabopato
OUCLUNNINHDI Jlekumn TenbHas | Bcero
n eckue pHble
paboTa

IMoHATUA MHGOPMaLMOHHON

01 | 6esonacHocTy (MB). 2 5 7
Kntoyesble Bonpockl UB.

02 Buabl yrpos b n metogbl nx 6 15 21
aHanmsa.

03 | MpaBoBoe o6ecneveHne Nb 6 15 21

04 | MocTtpoeHue cuctemsl VB 6 10 15 31
MHdopmaLMOHHbIE CUCTEMBI

05 | (UC) n obecneyeHune nx 6 10 15 31
6e3onacHoCTW.
Co3spgaHune apxuTekTypbl

06 | MHOPMaLIMOHHO- 6 12 15 33
aHanutnyeckux cuctem (MAC)

Wtoro 32 32 80 144

14. MeToan4yeckune ykasaHusa Ans ody4aroLWmMxXca no 0OCBOEHUIO AUCLUMNIIUHDbI:

B npouecce 0CBOEHUA ANCUMMNAWUHBI CTYAEHTbl LOSMKHbI MOCETUTb NEKUMOHHbIE U
nabopaTopHbIe 3aHATUS U coaTb 3a4€ET.

YKkaszaHus Ansi OCBOEHUA TEOPEeTUYECKOro U MpakTUYECKoro matepuana v coayvu
3ayéra:

1. OObsizaTenibHOE MOCEeLleHNe NEeKUMOHHbIX U nabopaTopHbIX 3aHATMA MO
ANCUMNIIMHE C KOHCMEKTMPOBaHMEM M3faraemMoro npenogasaTenieM martepuana B
COOTBETCTBUM C pacnucaHnem 3aHsaTumn.

2. TlonyyeHne B OMBNMOTEKE peKOMeHOOBaHHOM Yy4yebHOM nuTepaTypbl WU
3MIEKTPOHHOE KOMMpoBaHMe paboyern nporpaMmbl C METOANYECKMMU PEKOMEHOALUMNAMM,
KOHCMeKTa Nekunn.

3. KonvpoBaHue (3NeKTPOHHOE) MepeyvHs BOMPOCOB K 3a4€Ty MO AUCUMMMNHE, a
TaKKe Cnucka pekoMeHO4OBaHHOM nNuTepaTypbl N3 paboyen nporpamMmmbl AUCLMUMINHDI.

4. lpwn nogrotoBke K nadopaTopHbIM 3aHATUAM MO AUCUUNINHE Heobxoaumo
N3y4nTb pPEKOMEHOOBAHHbLIA JIEKTOPOM MaTtepuarn, MMeTb npu cebe KOHCMEKTbI
COOTBETCTBYHOLMX TEM U HEOOXOANMBIN CNPaBOYHbIA MaTepuarn.

5. PekomeHgyeTca cnegoBaTb COBETaM JEeKTOpa, CBs3@aHHbIM C OCBOEHWEM
npeanaraeMoro marepuana, npoOBECTM caMocToaTemnbHbIn VIHTEepHEeT — nouck
nHopmauun  (Bugeodbamnos, dannos-npeseHTauun, cGamnos ¢  y4ebHbIMK
nocobmsamun) no Kno4YeBbLIM CrioBam Kypca M 03HAaKOMUTLCA C HaMgeHHOW MHpopMaLmen
npwv NOArOTOBKE K 3a4€Ty NO AUCUMUNIIVHE.

6. CTymeHT pgonyckaetcsa K coadve 3a4yéTta, €Cniv MMEEeT Ha pyKax KOHCMNEKT
OCHOBHOIO TEOpeTUYeckKoro martepuana C pa3dopoM OCHOBHbIX TWUMOBLIX 3adad,
MMeeTCs 3a4€T No KOHTPOSbHOW paboTe.




15. NepeyeHb OCHOBHOW M AONONHUTENLHOM NUTepaTypbl, PECYPCOB UHTEPHET,
Heob6XoAUMbIX ANsi OCBOEHUSI AUCLUNIIVNHDI:

a) OCHOBHasi nuTepartypa:

Ne
NcTOoYHMK
n/n
1 Fony6, Bnagumup AnekcaHgpoBu4. VMiHdpopmMaumoHHas 6e30nacHOCTb KOMIMbIOTEPHbIX
cucteMm. 3awmTta uenoctHoctn nHgopmaumm / B.A. N'ony6.— Boponex: JIOMN BI'Y, 2006.— 31 c.
5 CmupHoB, Cepren HukonaeBu4. beszonacHocTb cuctem 6a3 gaHHbix / C.H. CmupHoB.— M.
"ennoc APB, 2007.— 350 c.
AcTtaHuH, UBaH KoHcTaHTMHOBMY. 3awuTa nidopmauum / UK. ActaHuH, H.WN. ActaHnH.—
3 :
BopoHex: BopoHex. roc. yH-T, 2006.— ¢.169
4 MenbHukoB, Bnagumup MaBnoBuy. MHopmaumnoHHas 6e3onacHOCTb U 3alumTta nHgopmauum
/ B.IN. MenbHukoB, C.A. KneiimeHoB, A.M. lMetpakoB.— M.: ACADEMIA, 2006.— 330 c.

6) gononHUTENbHAA nUTeparypa:

Ne
NcTOoYHMK
n/n
5 Fanuukun, Anekcangp BnagumupoBuy. 3awmta nHdopmaumm B CETU - aHanu3 TEXHONOMMN U
cnHTes pewweHun / A.B. Manuukuia, C.L0. Ps6ko, B.®. lWaHbrui.— M.: OMK Tpecc, 2004.— 613 c.
6 3aBropogHun, Buktop UBaHoBu4. KomnnekcHas 3awmTa MHopMaLmmn B KOMMbIOTEPHbIX
cuctemax: YuebHoe nocobue ans ctya. By3os / B.W. 3aeropoagHuii.— M.: Jloroc, 2001.— 262 c.
7 FranpamakuH, Hukonam AnekcaHgposuy. ABTOMaTU3MpOBaHHbIE MHAPOPMAaLMOHHBLIE CUCTEMDI,
6a3bl 1 6aHkKn ganHHbix / H.A. Mangamakuid.— M.: T'envoc APB, 2002.— 367 c.
Mu3uH, U.A. ABTOMaTU3NpoBaHHble cucTembl ynpasneHns. OCHOBbI TEOPUN MHEPOPMAaLMOHHbBIX
8 cuctem / I.A. MuauH, J1.C. YpuHcoH, I'.K. XpameLlunH; MOCKOBCKUIA MHCTUTYT paguoTEXHUKN,
3NEKTPOHUKM 1 aBTomMaTukn.— M., 1971.— 173 c.
9 ApouykuH, B. U. Be3zonacHocTb nHdopmaumoHHbix cuctem / B. N. ApouknH.— M.: Ocb-89, 1996.—
318 c.
Kpyrnoe, Bnagumup BacunbeBuu. VIHTennekTyanbHble MHOOPMALUNOHHbIE CUCTEMBI:
10 KomnbtoTepHas nogaepxka CUCTEM HEYETKOM NOrmMku 1 HeveTkoro BeiBoaa / B.B. Kpyrnos, M.W.
Onn.— M.: dusmarnut, 2002.— 254 c.
8 xambpyHo, Mapk. TpexmepHasa rpadmka un aHumaums / M. kambpyHo.— M.:
Bunbamc, 2002.— 638 c.
9 HukynuH, E.A. KoMnblOTEpPHasi reomMeTpusi U anropuTMbl MaLIMHHON rpadouku /
E.A. HukynuH.— CTI16.: BXB-Cankt-lNeTtepbypr, 2003.— 550 c.
10 UeaHoea, T.M. Jone4yaTtHas nogrotoeka. KomnbtoTepHasa obpaboTka
nHdpopmauuu / T.M. eaHosa.— CI16.: lNutep, 2004.— 366 c.
11 Mankpamoea, TambsiHa BnadumupogHa. O6paboTka umdpoBbIx hoTorpadun

/ T.B. MNaHkpatoBa.— CI16.: Nutep, 2006.— 271 c.

B) MH(OPMaLMOHHbIE 3NIEKTPOHHO-06pa3oBaTebHbIE PECYPChI:

Ne
NcTouHmnK
n/n
1 AnekmpoHHbIlU kKamasioe HayuyHou 6ubnuomeku BopoHexckoeo
e2ocydapcmeeHHoz20 yHugsepcumema. — (http // www.lib.vsu.ru/)
13 LokymeHnmauus no omkpsimomy [10: http://opengl.org.ru, http://inkscape.paint-

net.ru, https://inkscape.org/ru/, http://www.gimp.org, http://docs.gimp.org/2.8/ru/

16. lMepeyeHb y4eOHO-meTOAMYECKOro obecne4vyeHUss AONA CaMOCTOATENIbHOM
paboTbl:

Kypc OucuMnnuHbl MOCTPOEH TakumM o6pa3oM, YTOObl MO3BOMUTL CTyAEHTaM

NPOSABUTb CMNOCOBHOCTb K CaMOCTOATENbHON paboTe. [1ns yCneLwHon caMoCTOATENbHON



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%93%D0%BE%D0%BB%D1%83%D0%B1,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%A1%D0%BC%D0%B8%D1%80%D0%BD%D0%BE%D0%B2,%20%D0%A1%D0%B5%D1%80%D0%B3%D0%B5%D0%B9%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%90%D1%81%D1%82%D0%B0%D0%BD%D0%B8%D0%BD,%20%D0%98%D0%B2%D0%B0%D0%BD%20%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B0%D0%BD%D1%82%D0%B8%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%9C%D0%B5%D0%BB%D1%8C%D0%BD%D0%B8%D0%BA%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%9F%D0%B0%D0%B2%D0%BB%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%93%D0%B0%D0%BB%D0%B8%D1%86%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%97%D0%B0%D0%B2%D0%B3%D0%BE%D1%80%D0%BE%D0%B4%D0%BD%D0%B8%D0%B9,%20%D0%92%D0%B8%D0%BA%D1%82%D0%BE%D1%80%20%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7656&TERM=%D0%93%D0%B0%D0%B9%D0%B4%D0%B0%D0%BC%D0%B0%D0%BA%D0%B8%D0%BD,%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B9%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7648&TERM=%D0%9C%D0%B8%D0%B7%D0%B8%D0%BD,%20%D0%98.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%AF%D1%80%D0%BE%D1%87%D0%BA%D0%B8%D0%BD,%20%D0%92.%20%D0%98.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7537&TERM=%D0%9A%D1%80%D1%83%D0%B3%D0%BB%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%92%D0%B0%D1%81%D0%B8%D0%BB%D1%8C%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%94%D0%B6%D0%B0%D0%BC%D0%B1%D1%80%D1%83%D0%BD%D0%BE,%20%D0%9C%D0%B0%D1%80%D0%BA%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%9D%D0%B8%D0%BA%D1%83%D0%BB%D0%B8%D0%BD,%20%D0%95.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B0,%20%D0%A2.%D0%9C.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%9F%D0%B0%D0%BD%D0%BA%D1%80%D0%B0%D1%82%D0%BE%D0%B2%D0%B0,%20%D0%A2%D0%B0%D1%82%D1%8C%D1%8F%D0%BD%D0%B0%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/%29
http://opengl.org.ru/
http://inkscape.paint-net.ru/
http://inkscape.paint-net.ru/
https://inkscape.org/ru/
http://www.gimp.org/
http://docs.gimp.org/2.8/ru/

paboTbl npegnonaraeTca WHTEPAKTMBHbIN ~ AuManor ¢ npenogasaTenem,
OCYLLECTBNSAEMbIN C NOMOLLLIO yAANEHHON CBA3M Yepes3 MHTEPHET.

CamocTtosTenbHasa pabota cTtyaeHTa-6akanaBpa, npexae BCero, 3akniovaTrcs B
N3y4yeHUn nNuTepaTypbl, AOMOMHALWEN MaTepuan, u3naraembli Ha Nekumm n B xope
nabopartopHbix pabot. Heobxogumo oBnagetb HaBblkamu Gubnuorpaduyeckoro
noMCKa, YMETb HaxoauTb MNOAXOAdALME WUCTOYHUKW, TBOPYECKM W KPUTUYECKU
nepepabaTtbiBaTb MHOPMaLMIO, HAYYUTLCA ONpeaenaTb MeTOAbl UCCIeA0BaHUN.

17. UHcpopMaLMOHHbIE TeXHONOrMu, Ucnonb3yemMmble AnNs peanusauum y4yebHom
OUCUMNIUHBLI, BKIlOYas nporpamMmHoe obecneyeHne U UHEPOPMaALMOHHO-
cnpaBoOYHble CUCTEMbI (MNP HEOBXOANUMOCTH)

OcyulectBnaeTca WHTepakTMBHas CBA3b C npenogasaTenemM 4Yepes ceTb
WHTEPHET, MPOBOAATCA WHOMBUAYyalbHblEe OHMAWH KOHCyNnbTauunm W npoBepka
KOHTPOSIbHbIX paborT.

JNNaBopaTtopHble paboTbl OCYWECTBNATCA C ucnonb3oBaHem OBM u
npuknagHoro MO.

18. MaTepumanbHO-TEXHUYECKOE obecneyeHne AUCLUNIUHDI:

Y4yebHble ayautopumn Ans npoBeAeHUst NEKUMOHHBLIX U MPaKTUYEeCKUX 3aHATUMN.
KoMnbloTepHbIE Knaccbl ANst BbINOMIHEHUS MHAMBUAOYANbHbIX 3a4aHW, OCHALLEHHbIE
NUUEH3NOHHBIM 1 CcBOBOOHO pacnpoCTpaHsEMbIM MNPOrpaMMHbIM — obecneyeHnem:
Windows 7 unun 10, Gimp, Inkscape.

19. OueHo4HbIe cpeacTBa AN NPOBeAeHUA TEKYLeNn U NPOMEXYTOYHOMN
aTtrecTauum

MopAnokK OLEHKN 0CBOeHMs obydatowmnmes y4eGHOro MaTepuana onpeaensercs
coepXaHMeM crieayoLmx pas3aenos AUCLUUMIUHBI:

n
Ne | HaumeHoBaHnue pasaena | KomneTeHum ;&%ﬂgﬁlﬁ;’) OleHOuHbIe CpeacTEa
n/n ancumnnuHel (Moayns) Aa(un) KOMIETEHLINM
MoHATUA oMK -6 OlK-6.2,
MHOPMALIMOHHOW e OrK-11.2,
- Onpoc
1| GesonacrocT (VIB). %IHKKllé OMK-13.4 P
KntoveBble Bonpockl UB.
OrlIK -6, Orl1K-6.2, KoHTponbHasa paboTa
5 Buapl yrpos Vb n OnK-11, OMK-11.2,
MeToAbl X aHanun3a. ONK-13 OMK-13.4
OrliK -6, Orl1K-6.2, Onpoc
3 DEaBOBoe obecneveHne OnK-11, OMK-11.2,
OrlK-13 OrllK-13.4
OrliK -6, Orl1K-6.2, Onpoc
4 EECTpoeHme CUCTEMBI OnK-11, OMK-11.2,
OrlK-13 OrllK-13.4
MHopmaunoHHble OnK -6 OlK-6.2, KoHTponbHas pabota
cuctemsbl (UC) n e OnK-11.2,
5 OrK-11, OrK-13.4
obecneyeHne nx :
OrlK-13
©e30nacHoOCTW.
CosgaHve apxuTeKkTypbl OnK -6 OrlK-6.2, Onpoc
MHOPMALIMOHHO- e OrK-11.2,
6 OrK-11, OrK-13.4
aHanuUTUYeCKNX CUCTEM OMK-13 .
(MAC)
lNpomexyToyHaqa aTTectaums KM
dopma KOHTPOIISt — 3a4eT C OLLEHKOM




20 TunoBble oLeHOYHbIE cCpeACcTBa U MeToAMYeCKMe MaTepuanbl, onpegensioLwme
npoueaypbl oLueHUBaHUs

20.1 TeKywmi KOHTPONb yCneBaeMoCcTH
MpuMmepHbIN NepevYeHb BONPOCOB K 3a4eTy

OCHOBHbIE NOHATMA 3aLWMTbl MHPOPMALUN N MHPOPMALMOHHON 6e30MacHOCTMW.
AHanua yrpos nHgopmaumnoHHom 6e3onacHOCTML.
Mogenb ISO/OSI n ctek npotokonoe TCP/IP.
Mpobnembl 6e3onacHocTn IP-ceTen.
Yrpo3bl 1 YA3BUMOCTW MPOBOAHBIX KOPMOPaATUBHBIX CETEN.
Yrpo3bl 1 yAa3BMMOCTU NPOBOAHBLIX 6ECNPOBOAHBIX CETEMN.
Cnoco0bbl 0becneyeHnst UHPOPMaLIMOHHOM ©6e30MacHOCTH.
MyTn peweHnsa npobnem 3awmnTbl B UHPOPMALMOHHbBIX CETSX.
CTtpykTypa nonuTtunkm 6e3onacHoCcTu.
. basoBas nonuTtuka 6esonacHocTy.
. CneunanunsmnpoBaHHble NoNUTUKN 6e3onacHoCcTu.
12. Npouenypbl 6e3onacHocTL.
13. CrangapTbl MHpoOpMaLVOHHON 6E30NacHOCTU U UX POSb.
14. Ctangaptbl ISO/IEC 17799:2002.
15. Ctangapt BS1 (F'epmanus).
16. MexgyHapogHbin ctaHgapt ISO 15408.
17. CtangapTbl 6e3onacHoCTM 6ecnpoBOAHbIX CETEMN.
18. CtangapTbl nHopmaunoHHon 6esonacHocT B NHTepHeTe.
19. CtaHgapTtbl 6€30MacHOCTM MHAPOPMALIMOHHbIX TeXHONOrnn PO.
20. OcHOBHbIE NOHATUSA KpunTorpaduu.
21. CUMMETpUYHLIE KPUNTOCUCTEMBI LM POBAHUS.
22. ACUMMETpPUYHbIE KPUNTOCUCTEMbI LLUMGPOBAHUS.
23. KomGuHMpoBaHHas KpuntocucTtemMa LMpoBaHuS.
24. OcHoBHbIe npoueaypbl LMdpoBON NOANUCK.
25. YnpaBneHue KpunToknio4amu.
26. Knaccudumkaums kpuntorpadpuyeckmx anroputMos.
27. OcHOBHble MeTOAbl ayTEHTUDUKALMN.
28. MexceTeBon akpaH. PunbTpaums Tpaduka. lNpuknagHon W3,
29. BuptyanbHas ceTb VPN. Cpeactea obecnedeHnsa 6e30nacHOCTMU.
30. AHanus 3alnLLEHHOCTN 1 0BHapyxeHne aTtak. KoHuenunsa aganTMBHOIO yrnpasneHus.
31. CpeactBa aHanmsa s3awmwéHHoctn OC.
32. Knaccudpmkauma cuctem obHapyxeHus atak IDS.
33. Knaccudumkaums KoMnbiOTEPHBIX BUPYCOB.

©CoNoO kWD E

el =
N

Mpumep npakTMYeCcKUX 3agaHUn

Ne1. MpuBecTn Nnpumep AEUCTBUA aTakyroLero n cnocod 3awmTbl OT atakn «man-in-the-
middle».

Ne2. MpuBecTn Nnpumep CTPYKTYpbl 1 (PYHKLMOHANBHOCTM cTeka npoTokonos TCP/IP.

20.2 NMpomexyToyHan aTrectauums



ﬂpumep KOHTPOJIbHO-U3MEpPUTEsNiIbHOIro matepuana

1. AHanus yrpo3 nHdopmMaLlmoHHoM 6e30nacHOCTM.

2. MexayHapoaHbli ctaHgapT 1ISO 15408.
3. [lNpuBecTn npumep CTPYKTYpbl U OYHKLMOHANBHOCTM cTeka npoTtokornioB TCP/IP.

TpeOoBaHMsl K BHINOJHEHHUIO 32IaHU I, IIKAJIbI U KPUTEPUHU OLIEHNBAHUS

YpoBeHb
Kputepum oueHnBaHusa KomneTeHUunn | chopMUPOBaAHHOCTH
KOMMeTeHUNn

LLkana
OLIeHOK

[octaTtoyHoe BnageHve maTtepuanom:
npaBunbHble U  KOHKPETHble, 6e3 | [loporoBbIn
rpyObIX OWKNOOK OTBETbI HA OCHOBHbIE | YPOBEHb /UMK 3auTteHo
BOMpPOCHI, C BO3MOXXHbIMW | BblLLE MOPOroBOro
HETOYHOCTSIMU B OTAENbHbIX OTBETAX;

Mnoxoe BnageHne matepuanom: oTBeT
HEeBEepeH, OTCYTCTBME OpWeHTauuuM B
npegmeTe

Hwxe noporosoro
YPOBHS

HesauTteHo

20.3 ®oHA OUEHOYHbIX cpeacTB C(POPMUPOBAHHOCTU KOMMETEHLUUN CTYOEHTOB,
pekomMmeHAyeMbIW ANns NpoBeAeHUA ANarHOCTUYECKUX paboTt

1. Boigenure BepHOE yTBEPKIE€HUE B OTHOIIEHUH UH(POPMALIMOHHOM 0€3011acCHOCTH.

(1) macrynnenne HoBoro 3Tana pa3Butus T npuBoauT K OBICTPOMY TOBBIIIICHUIO YPOBHS
nH(}OPMAITMOHHOHN 6€30MacHOCTH

(2) mactymnenue HoBoro dtana pa3BuTus T npuBoauT Kk OBICTPOMY TaJICHUIO YPOBHS
nHGOPMAIIMOHHON 0€30MaCHOCTH

(3) ypoBeHb nHGOPMAIIMOHHON 06€30MACHOCTH HE 3aBUCUT OT ATamnoB pa3sutus UT
2. Kaxoit Tepmun ompenensieT (aKTUYECKHE PACXObl, MOHECEHHbIE CYOBEKTOM B
pe3yiabpTare HapyLIEHUs €ro MpaB, yTparbl WM IOBPEXKICHUSA HMYIIECTBA, a TaKXKe
pacxobl, KOTOpPbIe OH JIOJDKCH OylAeT MPOM3BECTH JUISI BOCCTAHOBIICHHS HAPYIIEHHOTO

MpaBa U CTOUMOCTH MOBPEXKIECHHOTO WIIM YTPAYEHHOTO UMYIIIECTBA?

(1) yrposa
(2) puck

(3) ymep6
(4) yrpata

3. Uem perynupyercsi OTBETCTBEHHOCTD 32 HapyllleHue MHPOPMAIIMOHHON 0€30MacHOCTH
BO BHEIIHEH cpene ¢ IEeNbI0 HAHEeCTH BPE. BIAJENblly HH(POpPMAIIUH, a TaKKe BOIPOCHI

B3aMMOOTHOLIEHUIN MEX]Ty pa3NuYHbIMU CyObeKTaMu?
(1) BHyTpeHHUMHU KOPIIOPATUBHBIMH TOKYMEHTaMH

(2) dbenepanpubIMU 3aKOHaMU P®, pernoHanbHBIMU, MYHHIIUIAIBHBIMA U IIP. HOPMAaTUBHBIMU
aKTaMH

(3) MexayHapOJHBIMY CTaHIAPTaMHU B 00JaCTH HH(POPMAIMOHHON 0€30MaCHOCTH




(4) JoxTpuHoit nHMOPMAITMOHHOW 0€30TTaCHOCTH

4. Breigenure yTBEpKIECHUE, BEPHOE B OTHOIIEHHUH 3aIUThI CETEH.

(1) ypoBeHb 3aIIMIIEHHOCTH CETU OIPEEIAeTCS YPOBHEM 3alUILEHHOCTH €€ CaMOro
«CHJIBHOTO» 3BEHA

(2) ypOBeHb 3alIUIIEHHOCTH CETH OIpeesieTCsl CyMMOM YpOBHEH 3alMILIEHHOCTH €€ 3BEHBEB

(3) ypoBeHb 3aIUIIEHHOCTH CETH OMPEEISIETCS] YPOBHEM 3aIIUIIIECHHOCTH €€ CaMOT0O
«cmaboro» 3BeHa

(4) YPOBCHDb 3allIUMIIICHHOCTH CETHU HE 3aBUCUT HAIIPSAMYIO OT 3alIUIICHHOCTH €€ OTACJIbHBIX
3BCHBCB

5. Kakue ABC TI'PYIIIbBI JOKYMCHTOB BBIACIIAIOT HAa BCPXHCM YPOBHC CTaHAAPTHU3AllUU B

obnactu nHMOpMaIMOHHOM O6e30macHOCTH?
(1) uHCTPYKLIMU U PYKOBOJCTBA
(2) ouleHoYHBIE CTAaHAAPTHI U CHICIU(PUKAITTT
(3) MONMUTUKH U TPAKTUKHU
(4) dpenepanbHbIe 3aKOHBI U HOPMAaTUBHBIC AKThI

6. Kakoil momxox k obOecnedyeHHI0 HMH(DOPMALMOHHON OCHOBBIBAETCS Ha pEUICHUU

JJOKAJIBHBIX 3a1a4 obecrieueHus HH(bOpMaHHOHHOfI Oe3omacHoCTH?
(1) gacTHbIit
(2) xOMILITEeKCHBIN

(3) uHTETpANBHBIIA

7. K xakomy ypoBHIO obOecneuenuss Wb otHocurcs «JlokTpuHa uHpOpMaMOHHON

6e3omnacHocty Poccutickoit denepammm»?
(1) 3akoHOIATENHHBIIA
(2) agMUHUCTPATUBHBIN
(3) mpouenypHbIit
(4) HAyYHO-TEXHUUECKUHT

8. Ha kakue kareropuu JeysiTCsi yrpo3bl MO Coco0y OCYIIECTBICHUS?
(1) yrpo3sl JOCTYITHOCTH, LIEJIOCTHOCTH, KOH(PHICHIIMATBHOCTH
(2) ciyuaiinble WM peJHAMEPEHHBIE JeHCTBUS
(3) BHELTHUE ¥ BHYTPEHHUE

9. 3a 4uro oTBewaeT mporpamMma HH()OPMAIMOHHOW 0E30MaCHOCTH HM)KHETO YPOBHS B

opra"uzamnuu’?

(1) koHTpOIIB 32 T€M, YTOOBI IEHCTBUS OPraHU3aluy HE IPOTUBOPEUMIN (QeepaTbHbIM U
PETHOHANIBHBIM 3aKOHAM M HOPMATUBHBIM aKTaM

(2) BeIpaboTKa cTpaTeruu OpraHu3aIiy B 0071acTi HHPOPMAITMOHHON O€301MacCHOCTH

(3) obecneueHmne HaJEKHOM U IKOHOMUYHOMN 3aIIUTHI HHPOPMALIMOHHBIX MOJICUCTEM,
KOHKPETHBIX CEPBHUCOB WJIM TPYII OAHOPOAHBIX CEPBHCOB

10. Kakume KOMIOHEHTHI MPUCYTCTBYIOT B MOJEIM CHUCTEMBI 3alUThl C IOJIHBIM

epeKprITHEM ?
(1) obnacts yrpo3
(2) obmacTh pUCKOB



(3) zammmaemMas 00JacTh
(4) cucTema 3aIIUTHI
(5) obnacTe 6e3omacHOCTH

11. K kakoMy TUIly TOKYMEHTOB OTHOCSTCS PyKOBOJSALIME JOKYMEHTHI [ 0CTEXKOMHCCUU

P®?
(1) penepanbubie 3aKOHBI
(2) orleHOYHBIE CTAHIAPTHI
(3) HOpMaTUBHBIE aKTHI
(4) cenndukanun

12. Kaxkoit mogxon kK ooecredeHno HHGOPMAITMOHHONW 0€30MacHOCTH SBIISICTCS HAUMEHEE
3G (HEKTUBHBIM, HO JOCTaTOYHO YacTO MCHOJB3YeTCs, TaK KaKk HE TpeOyeT OOJbIINX

(bI/IHaHCOBBIX N MHTCJIJICKTYAJIbHBIX 3anaT?
(1) vacTHbIi
(2) xoMIIIIeKCHBIN
(3) uHTerpanbHBIN

13. K xakomy ypoBHIO o0OecredeHuss Wb OTHOCATCS KOHKPETHBIE METOMIUKH,

MIPOTPaMMHO-AIMAPATHBIEC, TEXHOJOTHYECKUE U TEXHUUECKUE MEphI?
(1) 3axoHOATETHLHBIN
(2) agMuUHUCTpATUBHBIN
(3) mpouenypHbIit
(4) HayYHO-TEXHUYECKUI

14. Kakue cocCTaBiSIOIIME OTHOCATCS K MH(POPMAIMOHHO-TEXHOJOTHUUECKOMY PECYpCy

COBPEMEHHOT0 IPEANIPUITHS?
(1) BHeIIHSAS M BHYTPEHHSSI HHPOPMALUS
(2) obcimy>kuBarOINEe CUCTEMBI U TEXHOJIOTHHI
(3) Bech mepcoHan
(4) UT-cnenuanuctsl u nepconan UT-nonpasnenennii
(5) puHaHCOBBIN KanUTaT

15. Kak Ha3zwmiBaeTcs mopenb Wb, koTopas mpencrtaBiser coOoil ¢dopmanin3oBaHHOE
OIKMCAHME CIICHAPHUEB B BHUJIC JIOTUKO-AJITOPUTMUYECKONW MOCIIENOBATEIbHOCTH AEHUCTBUI

HapyILIUTEIEH U OTBETHBIX Mep?
(1) dynkunonanbpHas Mozienb
(2) maremaTnyeckasi MOZCIb
(3) xoHmenTYaNBHAS MOJIETH
(4) Teoperndeckast MOICIH

16. UeM xapakTepHu3yeTcs CTENEHb COMPOTUBISIEMOCTH MEXaHW3Ma 3alUThI?
(1) BEpOSITHOCTBIO €r0 MPEeOA0JICHNUS
(2) KOTMUECTBOM YTpO3, KOTOPBIM 3TOT MEXaHU3M IPETISTCTBYET
(3) BenmuMHOM MOTEPH B CiIydae yCIEUIHOTO MPOX0KICHUS

(4) cTOMMOCTBIO MEXaHMU3Ma 3aIUThHI



17. Kak B coorBerctBuHM co craHgaproM ISO 15408-1999 «OO0wmue kputepuu OLEHKU
Oe3onmacHOCTM  MH(OPMALMOHHBIX  TEXHOJOTHWI»  Has3bplBalOTCA  TpeOoBaHUS,
IpeIbsABIsEMblE K TEXHOJIOTUU U IpoLeccy pa3pabOTKU M 3KCIUTyaTallud KOMIIOHEHTOB

cucTeMbl HH(DOPMAITMOHHOM 6€30macHOCTH?
(1) pyskmoHambHBIC
(2) TexHUYECKHE
(3) TpeboBanms TOBEPUS
(4) TpeboBaHUs HANEKHOCTH

18. K kako#l cocraBisitolnieid MHTErpadbHONH 0€30macHOCTH HWH(GOPMAIIMOHHBIX CHCTEM
OTHOCUTCSl 3alllUTa 3JaHHUM, TOMEIICHUW, ITOABMKHBIX CPEACTB, JIOACH, a TaKKe

anmapaTHbIX CPEACTB?
(1) pusnyeckas 6e30macHOCTh
(2) 6e30macHOCTh CETEH M TEJIEKOMMYHUKAIIMOHHBIX YCTPONCTB
(3) 6e30macHOCTh CUCTEMHOTO M IIPUKJIIAJHOTO IPOTPAMMHOI0 00eceueHHs

(4) 6e30macHOCTh JIAHHBIX

19. Kakoil TepMuH oOIpeAenseT 3allMIIEHHOCTh JKU3HEHHO BaKHBIX WHTEPECOB
rOCyJapCTBEHHOI'O MM KOMMEPYECKOTO MPEANPUATHS OT BHYTPEHHUX M BHEUIHUX YIpO3,
3alIUTy KaJpoOBOTO M HWHTEIUIEKTYaJIbHOTO TIOTEHIMaja, TEXHOJOTHM, JaHHBIX U
uH(pOpMalMH, KanuTansa U NpuObUIN, KOTOpasi 00ecreunBaeTCsl CHCTEMON Mep MPaBOBOIO,
HKOHOMHMYECKOT0, OpraHU3allMOHHOTO, HH(POPMAIIMOHHOTO, WHKEHEPHO-TEXHUYECKOTO U

COIIMAJILHOTO Xapakrepa?
(1) crparernueckasi 6e30MacHOCTh
(2) uadopmanmorHast 6€30MacCHOCTh
(3) sxoHOMHUYECKast O€301TACHOCTh
(4) xopriopaTuBHasi 0€30M1aCHOCTh

20. Beigenute oxpaHseMyo HHPOpMaIINI0, 000POT KOTOPOM KOHTPOJIUPYETCS:
(1) mepconanbpHBIC TaHHBIC
(2) 0OBEKTHI MPOMBIIIITICHHON COOCTBEHHOCTH
(3) rocynapcTBeHHas TaitHa
(4) xommepueckast TaliHa
(5) 0OBEKTHI aBTOPCKOTO IpaBa
(6) HECekpeTHBIE HH(DOPMAITMOHHBIE PECYPCHI, UMEIOIINE TOCYIaPCTBEHHOE 3HAYCHHE

Kputepun n wkanbl oueHnBaHua 3agaHun ®0C:

1) 3apgaHung 3akpbITOoro Tuna (BbI60p 0aHOro BapraHTa oTBeTa, BEPHO/HEBEPHO):

e 1 6ann — ykasaH BepHbI OTBET,;
e 0 6annoB — ykasaH HEBEPHbLIN OTBET.

2) 3agaHung 3akpbITOro Tuna (MHOXECTBEHHbIV BbIOOP):




e 2 6anna - ykasaHbl BCE€ BEPHblE OTBETHI;
e 0 6annoB — ykasaH xoTsi 6bl OOUH HEBEPHbLIN OTBET.

3) 3apaHug 3akpbiToro TMna (Ha cooTBeTCcTBME):

e 2 6Ganna — Bce COOTBETCTBUS ONpeaerneHbl BEPHO;
o 0 6annoB — xoTs 66l 0QHO COMOCTaBNEHME ONpeaeneHo HEBEPHO.

4) 3agaHug oTKpPbITOro Tuna (KOPOTKUN TEKCT):

e 2 6anna — ykasaH BepHbI OTBET,;
e 0 6annoB — yka3aH HEBEPHbLIN OTBET.

5) 3agaHug oTkpbITOro TMnNa (4mcno):

e 2 6anna — ykasaH BEpHbI OTBET,;
e 0 6annoB — ykasaH HEBEPHbLIN OTBET.

3apaHua pasgena 20.3 peKOMeHAYHTCA K MCNONb3OBaHWIO NpU nNpoBeAeHUuU
ANarHoCTUYeCKUX paboT € uenbio OLEHKM OCTaTOYHbIX pe3ynbTaToB OCBOEHUS
AaHHOW AUCUUNNUHBI (3HAHWW, YMEHUIN, HAaBbIKOB).



